
 

 

 

 
 
 
 
Trust & Verify:  Really? 
 
So, when your doorbell rings, and you open the door, do 

you invite the person in before you know who they say 

they are? Well, I’m originally from NY, so the answer is 

NO! I get verification of whom they are, the intent of their 

visit, and verification of their identity, along with whom 

they claim to be before entering.  Why wouldn’t I? We, in 

the security industry still make claim in all our talks about 

cyber security/data protection how we must ‘Trust & 

Verify’ prior to entrance into our networks. I see no logic 

in this statement whatsoever.  I know that we have been 

taught in security to Trust but 

then Verify prior to taking 

any action. So, if that is true 

then we need to instill to 

Verify first and not even 

think about Trust until 

Verified.  

This needs to be re-thought. It should be: 

                        ‘Verify & then Trust’ 

How does Verity & Trust work within all aspects of your 

business/IT verticals as it relates to protecting your 

corporate and client data? 

We live in a whole new world. Maybe years ago, when 

you were dealing with vendors, outsourcers, and your end 

users you were able to use your trust & verify mentality. 

But now, in this high-powered world of digital data and 

transformation, it is more difficult to keep up with all the 

moving parts due to the ease of data movement. Not only 

do you have to worry about the direct vendor you are 

dealing with, but you must verify and validate the vendors 

they are associated with because your contracted vendor 

may also be outsourcing their workload. One may say, 

how can I manage not only my vendor but also all their 

vendors.  

Vendor management has been an ongoing problem with 

most organizations over the years. And now we add the 

‘Cloud’. Yes, they are another vendor. They have the 

infrastructure and you have the data. So, do you really 

want to put all my data in the trust of this vendor. Oh, it’s 

because they say they are a certified shop. And what does 

that mean? Certified for what? They cannot certify your 

access controls. They cannot certify your ability to 

maintain rights to data. And I just love when they say, ‘we 

are HIPAA certified’. What does that even mean?   

Access control due diligence: Data Classification. If 

you have not properly classified all your information 

(categorized the data), how are you disseminating your 

access control rights to your end users. Just by moving the 

application to the cloud or at a vendor site does not make 

it better. Have you verified the data rights based on data 

owner’s acceptance before trusting the user into such 

environments?   

Now, let’s go back to vendor management. One word – 

Contracts. Yes, this is the life preserver you must have in 

place or you will sink. Please review your vendor 

contracts. Watch for clauses about liability. What the 

vendor is responsible for and what you will own. Moving 

your data doesn’t relinquish you from liability and 

accountability for your data controls (regulatory, 

business). Review all your regulatory data requirements 

before moving data offsite (Example: IRS, SSA, CMS, 

CJIS).  

Data ownership: If you are the source of the data, then 

you are the data owner no matter where the data goes, and 

the regulatory controls around that data go with the data, 

 

“Trust & Verify – No Longer!!” 
                The world of Cyber Security has Changed  

-Peter Gallinari 

 



no matter where the data goes. You don’t get a pass on a 

data compromise, even if you are no longer storing the 

data at your home site. Here we go again – Verify and then 

Trust those entities that will be storing/processing your 

information.   

Let’s speak a little about the world of data privacy 

and compliance: Data privacy is a part of data 

security and is related to the proper handling of data – 

how you collect it, how you use it, and 

maintaining compliance. Data security is about access 

and protecting data from unauthorized users through 

different forms of encryption, key management, and 

authentication. Privacy is not intended to be a 

security problem, although security controls a 

significant part of any approach to privacy 

compliance. Compliance does not equal security, nor 

are they the same thing. Compliance is a one-size-fits-all, 

point-in-time snapshot that demonstrates you meet the 

minimum security-related requirements of specific 

regulatory standards like PCI, SOX, FTI, SSA, CMS or 

HIPAA. 

 

Do you think that these regulatory boards are assuming 

that you are just Trusting who you are dealing with? Or, 

are they hoping that you are Verifying who/whom you are 

dealing with when you outsource your information? 

Again, at the end of the day you are the data owner (What 

I mean by the data owner is, Not IT. Data is owned by the 

business owner, and you hold the key to how the data is 

protected. Where liability ends with a hosting provider is 

who you allow to access your data. They have the 

infrastructure that will maintain the controls you need to 

protect your information, but you need to ensure that the 

proper security controls/tools/applications needed to 

protect your data are part of the overall vendor contract 

(i.e. network monitoring, system patches, application 

patches, intrusion detection, incident handling and 

management). 

We need to understand that data is an asset and has value. 

Security architecture approaches increasingly recognize 

the need to implement controls that are focused on the 

data asset itself, which is normally the asset demanding 

protection (data is an asset and has value), rather than 

solely on the infrastructure. Data-centric security 

enhances other security architectures by ensuring that 

data becomes the focus for protection. Data security 

concepts sometimes bring together or refocus existing 

controls, such as application security and identity and 

access management.  

Social Engineering is that one threat that businesses deal 

with daily. I have seen that many call centers/help desk 

personnel are starting to Verify who the caller is that is 

requesting information prior to Trusting them and 

releasing requested information. This can be information 

anywhere from trying to locate an employee, client 

information, system access password change. This is just 

one way for a hacker to do first level discovery, down their 

path for initiating a cyber-attack into a business’s network. 

Security awareness training is a great tool to help prevent 

this type of security threat. Just understanding social 

engineering and how it works and what the actual financial 

impact (damages) one can do with the right information in 

the wrong hands to a business is a preventative to such 

attacks. So, it all comes back to Verify and then Trust prior 

to release of information to a source that is not one that 

you have not had confirmation of whom they are. 

We live in an ever-changing cyber security world where 

the attack surfaces are getting larger as we forge forward 

with all this new great technology at our fingertips, this 

has made it a reason for implementing control measures 

around the data we need to protect. As we provide better 

user experiences to our clients, citizens, customers, there 

needs to be a continuous thought process of how to best 

serve and protect both their data, but also your business 

reputation. 

How does this all tie into your world?  You have 

employees, contractors, and vendors you deal with each 

day. Your systems (technologies) are subject to 

connections from many different sources. Just the 

awareness alone from insider threat has made us raise the 

bar to monitor our internal devices to see who is accessing 

what/how and when.  

 

So, with all this said, what does this all sound like?  Am I 

talking about Zero Trust?  

Zero trust is now moving from vision to reality  

▪ A recent article I just read by: BY TROY K. 

SCHNEIDER Editor in Chief — FCW, GCN : 

Government Computer News, Government Cloud 

Insider, Government Cyber Insider. 

https://gcn.com/articles/2021/05/17/zero-trust-

roundtable.aspx 
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He wrote about Zero Trust from an industry standpoint.  

A group of IT leaders recently gathered to explore why 

this long-discussed concept is finally getting traction and 

the challenges still remaining. The discussion was on the 

record but not for individual attribution, and the quotes 

have been edited for length and clarity. 

Here's what the group had to say. 

“Government's interest in zero trust originally focused 

on computer networking. Yet when the federal CIO 

Council asked ACT-IAC (American Council for 

Technology-Industry Advisory Council) to explore the 

applicability of zero trust security in 2018, "it became 

apparent almost at light speed that it's bigger than the 

network," one official recalled. "We're talking about zero 

trust architectures, not just zero trust networking. 

Networking is a very critical subset of the discussion, but 

it's really about that architecture." 

All this reenforces the need and focus on a good security 

program. Use a framework that will meet your business 

needs based on the type of data you are protecting. As I 

spoke about earlier, just the simple questions to ask a 

vendor who is hosting your data ‘do you run anti-virus, do 

you patch your systems, do you perform background 

checks of your employees, do you have a disaster recovery 

and incident response plan’. This is just touching the 

surface. It comes down to a solid vendor contract with 

built in SLA’s and the right security language.  

 

 

 

 

 

 

 

 

 

 

 

As you work through your security protection programs, 

and implement your processes, keep this thought of  

Verify & Trust  

as you discuss cyber security and protection processes 

with your teams. 
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